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The Framework: Static Analysis
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Case Study: AES-NI

VAR V4
if ( mbedtls_aesni_has_support( MBEDTLS_AESNI_AES ) )
return( mbedtls_aesni_setkey_enc( ctx->rk, key, keybits ) );

I .
switch( ctx->nr ) { [ ] LOCk blt
case 10: . .
for( i = 0; i < 10; i++, RK += 4 ) { e Disable at runtime
RK[4] = RK[0] ~ RCON[i] ~
( FSb[ ( RK[3] >> 8 ) & OxFF ] ) ° MbedTLs in SGX

( FSb[ ( RK[3] >> 16 ) & OxFF ] << 8 ) ~
( FSb[ ( RK[3] >> 24 ) & OxFF ] << 16 ) ~
( FSb[ ( RK[3] ) & OxFF ] << 24 );

RK[5] = RK[1] "~ RK[4];
RK[6] = RK[2] "~ RK[5];
RK[7] = RK[3] ~ RK[6];

¥
break;
/* additional cases for different key lengths */
¥
I/
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Case Study: AES-NI

VAR V4

if ( mbedtls_aesni_has_support( MBEDTLS_AESNI_AES ) )
return( mbedtls_aesni_setkey_enc( ctx->rk, key, keybits ) );

for( i =0; i < 10; i++, RK += 4 ) {

(
(
(
(

RK[0]
RK[3]
RK[3]
RK[3]
RK[3]

RK[1]
RK[2]
RK[3]

~ RCON[i] -~

>> 8 ) & OxFF ]

>> 16 ) & OxFF ] << 8

>> 24 ) & OxFF ] << 16
) & OxFF ] << 24

~ RK[4];
" RK[5];
~ RK[6];

y -

)
y -
)s

/* additional cases for different key lengths */

/% .. */
switch( ctx->nr ) {
case 10:
RK[4]
( FSb[
( FSb[
( FSb[
( FSb[
RK[5]
RK[6]
RK[7]
}
break;
}
/¥ .. */

Lock bit

Disable at runtime
e MbedTLS in SGX
e Check AES-NI
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)
)
)
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switch( ctx->nr ) {
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RK[4]
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¥
break;
¥
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Case Study: CrossTalk

CrossTalk attack [3]
Unpriviledged leakage
o cpuid—-88:9%

e rdseed — 0.4%

Search configuration bits
CPUID trap
Reduced by 211.4 times
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Hardware: Xen HV: Guest:
e Hypervisor handles MSRs
rdmsr
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Xen HV:
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)

Guest:
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Case Study: Xen Foreshadow

Hardware: Xen HV: Guest:
e Hypervisor handles MSRs
.{-- rdmsr _
7 e XEN deny list
_-1-~ check <1 e Unrestricted read access
o e Timer MSR
MSR 0x637 ¥, er M5
\\\
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>
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Case Study: Xen Foreshadow

‘ Cache Hit Cache Miss ‘
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‘ Cache Hit Cache Miss ‘

-10%
5| | e Hypervisor handles MSRs
.l | e XEN deny list
. e Unrestricted read access
é 3r | e Timer MSR
2+ 2 e Cache hit vs miss
a | e Foreshadow attack [4]
de o - Leak 214 Byte/s

MSR 0x637 Ticks

& Andreas Kogler ¥ ©0xhilbert & andreas.kogler@iaik.tugraz.at



Case Study: uCode Diffing

Reference Execution
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@ e Analyze ;i-Code Patches
yi-Code ‘\\_@____ E
Patches PN
. ,/ Difference
Rt -~ Detection Report
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Patched Execution
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Overall Results

CPU AMD Intel

Threadripper 1920X  i7-6700k i7-8700k i9-9900k Xeon Silver 4208
p-Arch Zen Skylake Coffee Lake Coffee Lake Cascade Lake
u-Code 0x8001137 0x%e Oxb4 Oxde 0x5003102

# Found! 5244 (5223, 17,4) 477 (363,108, 5) 517 (388, 122, 7) 537 (413, 117, 7) 1109 (957, 142, 10)
# Undoc! 4876 (4873,2,1) 105 (68,35, 2) 126 (89,35, 2) 136 (99,35 2) 647 (591, 52, 4)

# Static? 4873 (4871, 2) 99 (68, 31) 121 (89, 32) 132 (99, 33) 601 (553, 48)
# Dynamic’> 2 (2, 0) 4 (0, 4) 3 (0, 3) 2 (0, 2) 42 (38, 4)
# Similar 0 2 3 2 42

IS (RW, RO, WO) 23" (RW, RO)
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